ARTIFACT
EVALUATED

@ usenix

AVAILABLE

Khost: KVM-based Near Native MCU Firmware Rehosting

Chunlin Wang, Yicheng Yang, Yuan Zhang, Haoyu Xiao, Yifan Zhang, Jiarun Dai
Fudan University, China

Abstract

Microcontroller Unit (MCU)-based devices constitute a
critical layer of the Internet of Things (IoT) infrastructure, so
ensuring their security is of paramount importance. Rehosting-
based dynamic MCU firmware analysis is an effective ap-
proach to securing these devices. However, existing rehosting
frameworks commonly suffer from substantial performance
overhead due to emulation or diminished execution scope.

To address these limitations, we propose Khost, a near-
native, scope-preserving rehosting framework. It extends the
KVM by introducing a lightweight extended CPU, an aux-
iliary page table, and a software-based interrupt controller,
enabling MCU firmware to be rehosted on high-performance
platforms with minimum overhead. It also provides a memory-
mapped I[/O (MMIO) monitor for quick peripheral interactions
and a wrapper for firmware to enable coverage collection and
configure the existing fuzzing engines flexibly. Evaluations on
two standard benchmarks show that Khost reduces overhead
by 90.0% to 95.5% for complex computational tasks and by
up to 98.5% for MCU system-level operations, compared to
QEMU. Furthermore, fuzzing on 12 real-world firmware with
Khost achieves up to 197.5x higher throughput and improves
basic block coverage by 6x compared to existing fuzzing
tools. Additionally, Khost successfully uncovers 5 previously
unknown bugs.

1 Introduction

MCUs, as compact and energy-efficient computing units, are
widely used in embedded devices [41,65], such as industrial
controllers, healthcare machines, smart home devices, etc.
These devices serve as a cornerstone in the development and
proliferation of the IoT ecosystem. However, hundreds of vul-
nerabilities [10, 64] have been discovered in MCU firmware
recently, resulting in denial of service, privacy breaches, data
corruption, and even physical damage to devices.

Dynamic analysis technologies [22,38,69], such as fuzzing,
play an important role in detecting vulnerabilities in tradi-

tional programs. However, some obstacles hinder the practi-
cality of these technologies for MCU firmware. First, MCU
firmware is typically designed for specific purposes, such as
controlling sensors or managing communication protocols.
As a result, it is tightly coupled with customized hardware,
making it challenging for execution or analysis on general-
purpose computers or servers. Second, the limited hardware
resources of MCU devices make it hard to deploy an efficient
dynamic analysis environment directly. Third, MCU devices
are highly diverse and deployed in large quantities, making
large-scale analysis costly due to the substantial hardware ac-
quisition expenses. Moreover, conducting analysis directly on
hardware devices also causes irreversible hardware damage.

Firmware rehosting [12, 19,66, 67], which runs firmware
in a virtual environment provided by general computers or
servers, has been proven to be a viable approach to over-
come the above limitations. However, as shown in Table 1,
existing rehosting approaches expose their limitations. First,
translation-based approaches create virtual execution envi-
ronments with a QEMU-like emulator (D®@@®)), causing
poor performance due to the overhead from dynamic binary
translation and software Memory Management Unit (soft-
MMU). The performance becomes worse when combined
with hardware-based peripheral interactions. Second, High
Level Emulation (HLE)-based approaches (3)@) require sub-
stantial human effort to write replacement functions for Hard-
ware Abstraction Layers (HALs). Even worse, some low-
level system instructions in HALs (e.g., svc) are essential
for RTOS-like firmware, but cannot be accurately emulated’,
thereby narrowing the scope of firmware execution. Moreover,
Native Execution-based approaches (@) convert the firmware
into an ARM-based Linux application via binary rewriting
to improve rehosting efficiency. However, such approaches
cannot solve the incompatibilities between different instruc-
tion set architectures (ISAs), thus have to compromise the
accuracy of instruction execution and system modeling, and
diminish the execution scope.

ISafireFuzz [52] acknowledges this issue in the paper.



Table 1: The comparison among different firmware rehosting approaches from the following perspectives: (1) the efficiency in
handling the rehosting tasks; (2) the scope of target firmware behaviors that the rehosting framework can accurately handle; and
(3) the degree of automaticity in performing the rehosting tasks without human intervention.

No. Method (ISA + Peripheral) Related tool Efficiency Scope Auto.
@ QEMU-like Emulator + Hardware Peripheral Avatar [68], GDBFuzz [17] low medium  low
@) QEMU-like Emulator + Peripheral Model P2IM [21], Fuzzware [50] medium medium high
® QEMU-like Emulator + Hand-Written Library Function HALucinator [11] medium low  medium
® Native Execution + Hand-Written Library Function SafireFuzz [52] very high  low  medium
® KVM-based Emulator + Peripheral Model Khost high medium  high

Kernel-based Virtual Machine [27], or KVM, is a hardware-
assisted virtualization technology for general-purpose proces-
sors that enables near-native execution performance. Many
modern ARM 64-bit high-performance processors support
KVM and provide backward compatibility with 32-bit oper-
ations, allowing them to execute most operations typically
found in MCUs. Therefore, we can leverage KVM to effi-
ciently rehost MCU firmware on high-performance proces-
sors while preserving the original firmware behavior. First,
the absence of an MMU in MCU s significantly undermines
KVM’s correctness and performance in memory handling.
Second, the instruction set profiles used by MCUs and high-
performance processors are incompatible, hindering the di-
rect execution of MCU firmware on KVM. Third, the Nested
Vectored Interrupt Controller (NVIC), which is essential for
managing asynchronous events in MCUs, is not supported on
high-performance platforms. Finally, the lack of built-in in-
strumentation for coverage collection and efficient peripheral
interaction mechanisms significantly impedes the effective-
ness of fuzzing MCU firmware under KVM.

In this paper, we present Khost, a near-native and scope-
preserving MCU firmware rehosting framework based on
KVM, which enables MCU firmware to be rehosted on high-
performance ARM platforms. Khost addresses the above
challenges through the following components: (1) an aux-
iliary page table, which creates a virtual MMU to bridge
the memory management differences between MCUs and
high-performance processors; (2) an extended CPU, for han-
dling MCU-specific operations with minimal overhead; (3)
a software-based NVIC that allows the MCU asynchronous
events to be correctly processed during execution; (4) an
MMIO Monitor, for configuring existing peripheral models
and providing quick peripheral interactions; (5) a wrapper
for firmware to enable coverage collection and configure the
existing fuzzing engines flexibly.

We evaluate the rehosting performance of Khost with
benchmark workloads from CoreMark-PRO [13] and Sim-
bench [59]. The results demonstrate that Khost reduces over-
head by 90.0% to 95.5% on handling complex computational
tasks compared to QEMU under the same test environment.
And it achieves up to a 98.5% reduction in overhead when

performing system-level operations. Furthermore, we assess
the performance of fuzzing with Khost on 12 real-world
firmware. The results show up to 197.5x improvement in
fuzzing throughput and a 6x increase in basic block coverage
compared to HALucinator [11], as well as 68.6x and up to
3.4x improvements, respectively, over Fuzzware [50]. In all,
Khost successfully uncovers 5 previously unknown bugs.
In summary, we make the following contributions:

* We design a near-native, scope-preserving rehosting
framework that extends KVM to rehost MCU firmware
on high-performance ARM platforms, while enabling
coverage collection, rapid peripheral interactions, and
flexible configuration of existing fuzzing engines.

We implement our approach in a prototype tool called
Khost. And its source code can be accessed publicly at:
https://github.com/seclab-fudan/Khost

Evaluations on two benchmarks demonstrate that Khost
outperforms QEMU in handling complex computational
tasks and system-level tasks. And it achieves higher
throughput and code coverage than existing approaches
when fuzzing on 12 real-world firmware, while uncover-
ing 5 new bugs.

2 Background

2.1 MCU Firmware & Rehosting

MCU firmware [21, 58] refers to the low-level software that
directly manages and coordinates hardware components in
embedded devices. It is commonly deployed in resource-
constrained environments designed for low cost and energy ef-
ficiency, such as Drones, 3D printers, and programmable logic
controllers (PLCs). Typically, MCU firmware is implemented
as a monolithic binary that integrates peripheral drivers, a
lightweight operating system (OS) library, and application-
specific logic. For example, the firmware in a smart door lock
contains drivers for motor control and wireless communica-
tion modules, a lightweight security protocol stack, as well
as mechanisms for user authentication, access logging, and
handling remote commands.
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MCU firmware rehosting refers to the process of building
a virtual environment that closely approximates the hardware
dependencies of a given MCU firmware image [19]. This
process is essential for various firmware analysis techniques,
including fuzz testing. The central aim of rehosting is to en-
sure that the behavior of the firmware running in the virtual
environment closely reflects its behavior on the real hard-
ware [26]. Achieving such behavioral fidelity requires precise
modeling of two fundamental elements: (i) the ISA, and (ii)
the hardware peripherals. This necessity stems from the inher-
ent architectural and peripheral-level discrepancies between
embedded MCU systems and the analyst’s host platform.

2.2 Memory Types for ARM

The memory of the ARM is typically divided into several
regions, each with its own set of attributes. These attributes
include access permissions, such as read and write access
at different privilege levels, as well as the memory type and
cache policy. In the ARMvS8-A architecture, memory regions
are classified into two mutually exclusive types [47]: Normal
and Device. Every region in the address space must be config-
ured as one of these two types. The Normal memory is used
for all code and most data regions, including RAM, Flash, and
ROM. It supports attributes such as cacheable and is weakly
ordered, allowing both the processor and compiler to perform
aggressive optimizations.

In contrast, Device memory is used for memory-mapped
peripherals, where accesses may have side effects. For in-
stance, reading from a timer register, which is a typical MMIO
register, can yield different values on each read, making the
access non-repeatable. Device memory is further classified
into four subtypes: Device-nGnRnE, Device-nGnRE, Device-
nGRE, and Device-GRE. Each subtype imposes progressively
fewer constraints on memory access behavior. Among them,
Device-nGnRnE is the most restrictive, disallowing all forms
of optimization such as access merging (G), reordering (R),
and speculative reads (E), which results in the lowest memory
access performance.

Incorrect memory type or attribute assignments can under-
mine OS execution, leading to unexpected behavior, excep-
tions, or even system crashes. For example, misclassifying
Normal memory as Device disables caching and out-of-order
execution, leading to significant performance degradation.

2.3 ARM Cortex-A/M

ARM is one of the most widely used processor architectures,
especially in embedded systems [67]. It defines three main
profiles: Cortex-A, Cortex-R, and Cortex-M. Cortex-R tar-
gets real-time tasks, while Cortex-A and Cortex-M are de-
signed for high-performance and low-power scenarios, re-
spectively [46, 52]. Notably, within the embedded market,
32-bit ARMv7-A and ARMv7-M variants remain widely
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Figure 1: Two-Stage Address Translation of KVM on ARM
architecture [2]

used [28,52,65]. ARMv7-A supports two execution modes:
(1) ARM mode, which uses fixed-length 32-bit instructions
aligned on 4-byte boundaries. (2) Thumb mode, which sup-
ports both 16-bit and 32-bit instructions, allows for denser
code, making it well-suited for systems with limited mem-
ory. And two modes are dynamically switchable. In contrast,
ARMVv7-M is tailored for MCU devices and only supports the
Thumb-v2 instruction set.

The more recent ARM architectures, such as ARMvS-A,
introduce the AArch64 extension, which provides a 64-bit
instruction set. Although processors based on ARMvS-A are
primarily intended for high-performance platforms such as
mobiles, desktops, and servers, they retain support for 32-bit
execution through the AArch32 instruction set. This enables
backward compatibility with legacy ARM software, allowing
legacy 32-bit ARM software to run within a 64-bit OS.

2.4 KVM Technology

KVM [27] is a hardware-assisted virtualization technology
that has been integrated into the Linux kernel. It directly uses
hardware extensions provided by processors to achieve near-
native performance. However, to use KVM, processors must
support hardware virtualization features, such as Intel VT-x,
available in most Core and Xeon processors, and ARM Vir-
tualization Extensions, implemented in ARMv8-A cores like
Cortex-A57 and Cortex-A72. Both the host, which refers to
the physical machine and system responsible for providing
virtualization, and the guest, representing the virtual machine
(VM) or firmware environment being virtualized, must con-
form to the same architectural profile.

In the ARM architecture, Exception Levels (ELO to EL3),
first introduced in ARMvS8-A, define a hierarchical model of
execution privileges. ELO is designated for user applications,
EL1 for the OS kernel, EL2 for the hypervisor (a privileged
layer responsible for managing VMs), and EL3 for the se-
cure monitor with the highest privilege level. The trap (to
hypervisor) and eret mechanisms, functionally analogous to
vm_exit and vm_enter in x86 virtualization, are fundamen-
tal to enforcing isolation and enabling virtualization. These
mechanisms allow the hypervisor managing VMs and hard-
ware resources to intercept sensitive operations initiated by
guest OSes. Such operations primarily involve the execution



of privileged instructions, access to MMIO, and interactions
with system registers. When these events occur, the processor
triggers a trap that saves the guest state and transfers con-
trol to the hypervisor. Then, the hypervisor handles the event,
typically by emulating the faulting instruction or delegating
the operations to a user-space device model provided by em-
ulators such as QEMU. Subsequently, execution is returned
to the guest via the eret operation. This trap-based design
enforces strong isolation, preventing guests from directly ma-
nipulating sensitive system resources. Unfortunately, frequent
trap operations incur significant performance overhead due
to context switching and instruction emulation [27].
Memory virtualization is a critical mechanism for enforcing
isolation and ensuring the OS’s security in KVM. As shown
in Figure |, memory accesses in an ARM virtualization envi-
ronment are subject to a two-stage address translation process.
The OS-controlled Stage 1 translation utilizes page tables to
map virtual addresses to what the OS perceives as physical
addresses, known as Intermediate Physical Addresses (IPAs),
which are not actual physical memory. Instead, a Stage 2
translation managed by the hypervisor maps IPAs to real
physical addresses. This gives the hypervisor full control over
the VM’s memory view, including access to memory-mapped
system resources and their placement within the VM’s ad-
dress space. This fine-grained control of memory access is
crucial for isolation and sandboxing, ensuring that a VM can
only access the resources allocated to it and remains unaware
of resources assigned to other VMs or the hypervisor itself.

3 Challenges

Efficient and scope-preserving MCU firmware rehosting is
essential for security analysis and dynamic debugging. Proces-
sors based on the ARMVS8-A architecture are widely deployed
and support KVM technology, while maintaining compatibil-
ity with 32-bit operations. It enables them to support most
functionalities of the ARMv7-M architecture. Leveraging
this feature, we can extend KVM to rehost firmware on high-
performance ARMvVS8-A processors, achieving near-native
execution efficiency and facilitating downstream tasks such
as fuzzing. However, several challenges hinder the direct use
of KVM for rehosting firmware on ARMv8-A platforms.

3.1 Ineffective Memory Access Handling

As discussed in Section 2.2, correctly distinguishing between
Normal and Device memory and assigning appropriate at-
tributes is crucial for the correctness and performance. Im-
proper configuration can cause inconsistent behavior and lead
to significant performance degradation.

In KVM, both Stage 1 and Stage 2 memory mappings
define attributes such as memory type and access permissions.
The host OS combines these attributes to determine the final
effective value, typically selecting the more restrictive one.

Specially, when the Stage 1 MMU is disabled, all memory
regions are treated as Device-nGnRnE [47]. The absence of an
MMU in the MCU means that its firmware cannot configure
Stage 1 mappings, leaving the Stage 1 address translation
disabled. As a result, all memory regions accessed by the
MCU firmware are treated as Device-nGnRnE, implying that
the data cache is disabled and no read/write optimizations
are applied. Consequently, all memory accesses follow the
strictest policy, leading to a significant number of t rap events.

3.2 Incompatible Instruction Behavior

As described in Section 2.3, ARMv7-M and ARMvS8-A adopt
different instruction sets. Some instructions on ARMv7-M are
not available on ARMvV8-A or within its KVM environment,
hindering the correct rehosting of MCU firmware. These in-
structions can be broadly categorized into two types. On the
one hand, certain instructions rely on special registers unique
to ARMv7-M, such as the Interrupt Program Status Register,
Base Priority Register, and CONTROL register, which are es-
sential for firmware execution. For example, the CONTROL
register defines a task’s privilege level. It is crucial for manag-
ing the execution of both unprivileged and privileged threads,
especially in real-time operating system (RTOS)-based MCU
firmware. Without proper support or emulation, the firmware
may fail to enforce privilege separation, resulting in security
vulnerabilities or improper execution of system calls.

On the other hand, certain memory access instructions that
utilize post-indexed addressing are not supported in KVM.
Post-indexed addressing is commonly used for efficient se-
quential memory access, such as traversing arrays. It consists
of two sub-operations: address calculation and result write-
back. For example, when executing the 1dr r2, [rl], #4
instruction, the CPU first uses the value in rl1 (a base address
register) as the memory address to load data into r2, and then
updates r1 by adding 4. Post-indexed operations are also used
for MMIO regions on MCUs, such as configuring interrupt
priorities in the System Control Space (SCS), a special MMIO
region. However, MMIO accesses in KVM typically trigger
a trap to the hypervisor for further handling. To ensure sim-
plicity and performance, KVM supports only basic addressing
modes without write-back for MMIO. Consequently, the base
register cannot be updated synchronously, potentially causing
inconsistencies in the MCU state and breaking the accuracy
of firmware rehosting.

3.3 Incompatible Interrupt Behavior Handling

Correctly capturing and handling asynchronous events via
the interrupt controller is essential for MCU firmware exe-
cution, as many peripheral operations, such as timers, serial
communication, and sensor inputs, rely on precise and timely
interrupt responses. However, a fundamental difference exists
between the interrupt handling mechanisms of ARMv7-M and
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Figure 2: The overview of Khost

ARMVv8-A. Specifically, ARMv7-M adopts the NVIC, which
assigns a dedicated vector address to each interrupt source,
enabling direct and low-latency dispatch to the corresponding
handler. In contrast, ARMvS&-A utilizes the Generic Inter-
rupt Controller (GIC), which delivers all interrupts through a
shared entry point, requiring software to identify and dispatch
each interrupt. This discrepancy renders ARMv8-A inher-
ently incompatible with the fine-grained and asynchronous
interrupt handling typically expected by MCU firmware.

3.4 Lacking Fuzzing Support

Fuzzing is one of the most common downstream applica-
tions of firmware rehosting. However, no suitable system-
level mechanisms currently exist on ARM to support MCU
firmware fuzzing on KVM. One major limitation is the col-
lection of code coverage, which is essential for guiding input
generation and improving fuzzing efficiency. Existing frame-
works typically rely on lightweight IR-based instrumentation
(e.g., AFL-QEMU [70]) or hardware-assisted tracing. Yet,
these techniques are hard to apply to MCU firmware under
ARM KVM due to native execution and limited tracing sup-
port. Recent works (e.g., uAFL [37], GDBFuzz [17]) leverage
debugging infrastructures, but frequent context switches and
intrusive breakpoint handling impose substantial overhead.

In addition, MCU firmware frequently receives inputs
through peripherals, which are typically used by fuzzing tools
to deliver test inputs. Under KVM, each peripheral interaction
triggers a trap operation, introducing substantial overhead.
When combined with the cost of code coverage collection,
the overall performance impact becomes significant. This
severely limits the practicality of existing approaches in large-
scale fuzzing campaigns or time-constrained testing scenarios,
where high throughput and low latency are essential.

4 Design

4.1 Overview

To bridge the gap between ARMv7-M and ARMvS8-A, and
efficiently run MCU firmware on ARMvS8-A platforms via

KVM, we design a novel rehosting framework called Khost.
As shown in Fig 2, there are six components in Khost. First,
the Firmware Loader is responsible for loading the firmware,
initializing other components, and setting up the execution
environment for rehosting and fuzzing. Second, to address
challenges in memory access handling, Khost allocates Aux-
iliary Page Table (APT), which is combined with firmware,
ensuring proper memory isolation and attribute configuration
required by KVM. Third, the extended CPU (eCPU) is used to
handle MCU-specific operations, helping the KVM’s virtual
CPU (vCPU) to maintain the system state. Furthermore, the
software NVIC is used to capture and handle asynchronous
events during firmware execution. Finally, to enable efficient
fuzzing for MCU firmware under KVM, we design the MMIO
Monitor and the Coverage Collector for Khost. The former
manages MMIO access in a flexible and scalable manner,
allowing users to configure custom software peripherals (e.g.,
those used in QEMU) or MMIO interface models (e.g., those
generated by Fuzzware). The latter is designed to collect cov-
erage during fuzzing with Khost.

To mitigate the overhead caused by frequent t rap opera-
tions during rehosting or fuzzing in the KVM environment, all
components of Khost, except the Firmware Loader, are placed
in KVM memory regions mapped to unused high-address
spaces reserved in the firmware. This mapping enables the
firmware running on the KVM’s vCPU to access rehosting
components directly via system calls, thereby significantly
reducing the performance overhead compared to traps.

4.2 Auxiliary Page Table

MMU-based memory isolation and attribute configuration
are essential when using KVM to rehost a firmware. How-
ever, MCU firmware typically operates based on physical
addresses, lacking an MMU. This fundamental difference
introduces an inherent incompatibility with KVM. As a re-
sult, all memory regions of firmware are assigned as Device-
nGnRnE attributes, rendering conventional MCU firmware
rehosting on KVM impractical. Therefore, we design APT to
address this issue by constructing a virtual MMU for the MCU
firmware and correctly configuring the memory attributes.
APT Allocation is a critical step. Specifically, we design
the APT Allocator, a part of Firmware Loader used to com-
plete this task. Figure 3 illustrates the allocation process of
the APT. Before loading the firmware into KVM’s mem-
ory, the allocator creates a virtual Stage 1 MMU by allo-
cating the APT, emulating an address translation layer for
MCU firmware. This virtual MMU abstracts the firmware’s
physical address as GVAs and establishes direct mappings
from GVAs to IPAs. Each GVA is mapped to an IPA with a
zero offset, thereby preserving the physical address layout
expected by the firmware. A user can configure the memory
attributes on demand. Otherwise, the Allocator applies a de-
fault configuration following the memory attribute guidelines
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from the ARM official document [1]. Specifically, the ranges
0x00000000~0x1FFFFFFF and 0x20000000~0x3FFFFFFF
correspond to ROM / Flash and on-chip SRAM, which
are marked as Normal-cacheable memory. The ranges
0x40000000~0x5FFFFFFF and 0xE0000000~0xEQOFFFFF
denote MMIO regions for peripherals and the SCS, respec-
tively, which are assigned the Device-nGnRnE attribute.

A specific configuration of MMU based on APT is essen-
tial for other components of Khost. In non-MCU firmware,
the Stage 1 MMU maintained by the firmware assigns read-
able and writable attributes to MMIO regions. When rehosted
under KVM, these regions will not be configured in the Stage
2 MMU, so any MMIO access triggers a trap to the hypervisor
for handling. This frequent trapping introduces substantial
performance overhead. To mitigate this, Khost adopts an op-
timized strategy. During the allocation of APT, the MMIO
region is marked as Device memory without read or write
permissions in the Stage 1| MMU. Meanwhile, the MMIO
region is registered as Normal memory when configuring the
Stage 2 MMU of KVM. Consequently, when the firmware
accesses the MMIO region, a data abort exception can be
triggered, rather than a trap operation. This exception is then
handled in the data abort handler of firmware, allowing Khost
to intercept and emulate peripheral behaviors through APT
with minimal overhead.

4.3 The Extended CPU

The difference in instruction sets hinders the rehosting of
MCU firmware on ARMv8-A with KVM. To settle this issue,
we design the eCPU in Khost. As shown in Figure 4, after
initialization, the eCPU is loaded into the memory of KVM.
It intercepts vCPU requests for some operations unsupported
by ARMv8-A or KVM, emulates the corresponding hardware
behaviors, and updates the relevant state and data accordingly.
These operations include: (1) access to special registers in the
MCU; and (2) post-indexed operations on MMIO.

Access to special registers unsupported by ARMv8-A
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Figure 4: The workflow of the Extended CPU

causes undefined behavior or system-level faults that may
immediately crash the VM of KVM. Such operations can
not be captured by the exception handling mechanism of
KVM, obstructing Khost from handling them directly. For-
tunately, these registers can only be accessed via the msr,
mrs, and cps instructions [1]. Consequently, Khost handles
MCU-specific register accesses by the following steps. First,
it utilizes the Firmware Loader to statically identify instruc-
tions that access these registers by analyzing the bytecode’.
For example, given a 4-byte Thumb instruction, if the up-
per 2 bytes, after a bitwise AND with 0b1111111111110000,
equal to 0b1111001110000000, and the lower 2 bytes, af-
ter a bitwise AND with 001111001100000000, equal to
0b1000000000000000, the instruction can be recognized as
an msr instruction. And the bits [3:7] of the lower two bytes
encode the ID of the special register. Next, it extracts some
essential information to initialize the eCPU, including instruc-
tion addresses and register indices, then rewrites the original
instructions as svc instructions. During execution, when the
firmware attempts to access a special register, KVM saves
the current context of the vCPU and triggers a supervisor call.
The eCPU intercepts this call with the help of APT, handles
the operation like hardware, and updates the corresponding
state and data to the vCPU.

Post-indexed operations on MMIO are unsupported in
KVM, which impedes the correctness of firmware rehosting.
As mentioned in Section 4.2, with the special configuration for
MMU, each MMIO access can trigger a data abort exception.
Therefore, the eCPU first intercepts the data abort exception
and identifies MMIO access by parsing the values in the
DFSR (Data Fault Status Register) and DFAR (Data Fault
Address Register). Specifically, the DFSR indicates the cause
of the exception, while the DFAR records the address accessed
by the firmware when an exception happens. If the access is
determined to be an access to MMIO, the eCPU notifies the
MMIO Monitor (see Section 4.4) to handle it, then updates
the results to the vCPU. Otherwise, the original data abort
handling routine of the firmware is executed.

To handle MCU-specific operations, directly using the vir-
tual CPU structure from the QEMU framework is suboptimal.
This is mainly because QEMU is designed to emulate a wide
range of processor functionalities, including the full regis-

2Capstone may misidentify some MCU-specific instructions (https:
//github.com/capstone-engine/capstone/issues/2418), so we do
not use it in this stage.
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ter state and additional data structures tailored for dynamic
binary translation. These components are tightly coupled,
which hinders the CPU structure from being loaded into the
memory of KVM. By contrast, the eCPU in Khost focuses on
cooperating with the vCPU of KVM to maintain the system
state of the MCU. It adopts a lightweight design and is solely
responsible for emulating a small subset of system registers
dedicated to ARMv7-M, while the majority of registers are
managed by KVM, thereby introducing minimal overhead in
both execution time and memory consumption.

4.4 Interrupt Handling

The GIC in ARMv8-A systems exhibits fundamental differ-
ences from the NVIC utilized in MCUs, particularly in terms
of structural organization, interrupt prioritization, and deliv-
ery semantics. These architectural disparities render the GIC
inherently incompatible with the NVIC event-driven interrupt
model and preclude native support for the asynchronous, low-
latency interrupt semantics expected by firmware originally
designed for NVIC-based systems.

To address this challenge, we implement a software-based
NVIC in Khost. During firmware initialization, it configures
interrupt priorities and enables specific interrupt lines by em-
ulating writes to control registers. When an interrupt is trig-
gered during execution, either by fuzzing input or simulated
peripheral events, the NVIC checks whether the interrupt is
both pending and enabled. If it is, the NVIC retrieves the cor-
responding handler address from the vector table, stacks the
current context, and updates the program counter to perform
exception entry. This design faithfully emulates the interrupt-
driven execution model of MCU hardware, enabling accurate
behavior reproduction and supporting downstream analyses
such as fuzzing and debugging.

It is critical to accurately identify which interrupts are valid
for firmware running and to understand when an interrupt is
required by the firmware. First, certain firmware has vendor-
provided default interrupt handlers, many of which are im-
plemented as infinite loops intended to halt execution when
unexpected events occur. If a round-robin strategy is used to
trigger interrupts during fuzzing, these default handlers may
be inadvertently invoked, causing the firmware to hang or
stall. Thus, to mitigate this issue, Khost’s NVIC inspects each
handler’s instructions before triggering an interrupt. Specif-
ically, if a handler contains the 0xFEE7 opcode (commonly
representing an infinite loop) and its total instruction count
is fewer than five, the NVIC suppresses the triggering of that
interrupt to prevent unintended stalls. Second, it is necessary
to fire an interrupt under certain conditions, such as when
the firmware enters an idle state by executing a wfi instruc-
tion. Instead of simply replacing wfi with a nop instruction
as done by Fuzzware, Khost’s NVIC detects such situations
and automatically injects an interrupt to wake the processor,
thereby mimicking realistic hardware behaviors. These strate-
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Figure 5: The workflow of fuzzing one test case with Khost.

gies significantly enhance the stability of dynamic analysis
and avoid unnecessary exploration of firmware behaviors.

4.5 Fuzzing with Khost

Khost is a flexible and scalable framework for MCU firmware
rehosting, supporting downstream tasks such as fuzzing and
dynamic debugging. To demonstrate its capability in facilitat-
ing downstream tasks, we primarily showcase its application
in firmware fuzzing, one of the most prevalent and significant
applications of rehosting. In Section 3.4, we have discussed
that coverage collection and peripheral interactions can intro-
duce significant overhead under a KVM environment, limiting
the feasibility of large-scale fuzzing for MCU firmware. We
design a fuzzing wrapper in Khost’s Firmware Loader to
address this performance bottleneck. The fuzzing wrapper
automatically configures the fuzzer, rewrites the firmware to
enable coverage collection, and encapsulates it with all rehost-
ing components. Figure 5 illustrates the workflow of fuzzing
one test case in Khost.

Coverage Collection based on heavyweight binary rewrit-
ing, as employed in SafireFuzz [52], often disrupts the
firmware’s original address space layout, which can lead to
unintended execution behavior. To collect coverage while pre-
serving the firmware’s space address layout, we utilize the
following method. Before loading the firmware into KVM, the
wrapper first extracts essential metadata from the firmware,
including the length of the basic block and the type of instruc-
tions within each block. Then, it analyzes each basic block to
identify the instructions that do not alter the program counter
(PC). Finally, it replaces either a 4-byte instruction or a pair
of consecutive 2-byte instructions with a 4-byte unconditional
branch instruction jumping to the Coverage Calculator. Simi-



lar to prior work [26], Khost doesn’t handle table branches,
short blocks, or instructions operating on PC-relative data to
preserve the original execution semantics. According to the
statistics in Section 6, these cases only comprise 6.9%~12.1%
of all basic blocks in the dataset, so their impact on coverage
collection is expected to be minor.

The Coverage Calculator consists of a series of code tram-
polines placed in an unused region of the firmware’s high-
address space, with each trampoline corresponding to a spe-
cific basic block. When the control flow is redirected from the
coverage update point of the firmware to the trampoline. The
trampoline first saves firmware context according to the ARM
calling conventions and calculates the coverage data. Then, it
updates the coverage bitmap shared between Khost and the
fuzzing engine. Next, it re-executes the original instruction(s)
that are replaced by the branch instruction. Finally, it recovers
the control flow of the firmware.

Peripheral interaction is also critical for firmware rehost-
ing, and numerous works [21,42, 50, 68, 74] have been pro-
posed to tackle this challenge. Specifically, we implement
an MMIO Monitor, which can handle MMIO access from
firmware by configuring the existing peripheral modeling
approach flexibly. During rehosting, it loads the peripheral
model configuration file generated by the modeling module
(initially empty) and parses it into memory. Upon the firmware
accessing an MMIO region during execution, it can respond
according to the loaded model. If the accessed address is not
yet modeled, the monitor dynamically invokes the modeling
module to generate and update the peripheral model.

In KVM, intensive peripheral interactions trigger numer-
ous trap operations, leading to substantial runtime overhead.
Khost employs a new strategy to mitigate this issue. As de-
scribed in Section 4.3, eCPU intercepts MMIO accesses from
the firmware and forwards them directly to MMIO Monitor
for further handling. By replacing trap operations with di-
rect firmware-level exception handling, this strategy substan-
tially reduces the overhead of peripheral interactions during
firmware rehosting.

S Implementation

We implement the prototype of Khost on the ARM Linux
platform. The framework comprises approximately 15,000
lines of code written in C, C++, Python, Rust, and assembly.
The key implementation details are as follows.

Khost identifies the base address and entry point of the
firmware by integrating the vector-based algorithm from
IDA-Pro [25]. To extract essential information and facili-
tate lightweight rewriting for firmware, Khost integrates Cap-
stone [48] and Keystone [49]. To enable fuzzing under KVM,
Khost rewrites the firmware to insert instrumentation code
following the approach proposed in SURGEON [26], and
configures AFL++ as the default fuzzing engine.

To handle peripheral accesses during rehosting, Khost’s
MMIO Monitor integrates the peripheral modeling technique
introduced in Fuzzware [50], which has demonstrated excel-
lent performance in dealing with peripheral access during
rehosting. Since Fuzzware’s modeling approach requires a
state snapshot as input to Angr for generating and updating
MMIO models, we implement a transformer that constructs
such snapshots from the KVM’s VM context whenever an
MMIO access occurs.

6 Evaluation

In this section, we demonstrate the effectiveness of Khost by
answering the following questions.

RQ1: How does the performance of our tool compare with
existing firmware rehosting solutions? (6.2)

RQ2: What are the respective performance improvements
brought by APT and loading rehosting components into
KVM? (6.3)

RQ3: How does Khost perform compared to previous meth-
ods in fuzzing MCU firmware? (6.4)

6.1 Experiment Settings

Environments. We conduct our experiments on three dif-
ferent platforms: (1) KunPeng Server, an ARM server
equipped with two 32-core Cortex-A72 processors clocked
at up to 2.4 GHz, and 256 GB of DDR4 RAM running at
2400 MT/s. It serves as our primary evaluation platform. (2)
Dell Server: an x86 server featuring four 24-core Intel®
Xeon® Platinum 8260 processors running at up to 3.9 GHz,
and 128 GB of DDR4 RAM at 2933 MT/s. It is used to eval-
uate the cross-architecture rehosting capabilities of QEMU.
(3) Raspberry Pi 4B Board, an ARM development board
with a quad-core Cortex-A72 processor clocked at up to 1.8
GHz, and up to 8 GB of LPDDR4 RAM at 3200 MT/s. It is
used to demonstrate the lightweight deployment capability
of Khost and to evaluate its effectiveness on a lower-power
ARM device. All platforms run a 64-bit Ubuntu 22.04 LTS
OS to ensure a consistent experiment environment.

Dataset. To evaluate the performance of Khost in both re-
hosting and fuzzing, we collect three distinct datasets. To an-
swer RQ1 and RQ2, we conduct experiments using test cases
from the following benchmarks: (1) CoreMark-PRO [13], an
industry-standard benchmark designed to measure system per-
formance on complex computational workloads. Each bench-
mark test case is compiled into two variants. One for Cortex-
M4 firmware using STM32CubelDE [54], which integrates
an arm-none-eabi-gcc toolchain. The other is compiled into
an ARM Linux application using the arm-linux-gnueabi-gcc
toolchain, serving as a reference to analyze runtime overhead.
Table 7 (in Appendix) summarizes key information about
this benchmark. (2) Simbench [59], a comprehensive micro-
benchmark suite for system-level performance evaluation of



Table 2: The basic information of real-world firmware.

Sources Firmware Name MCU Type
atmel_6lowpan_rx Atmel-Asfv3
HALucinator tcp_echo_client STM32F4
tcp_echo_server FRDM-K64F
PLC STM32F429Z1
P2IM Drone STM32F103RB
Heat-Press SAM3XSE
Stm32_Sine STM32F103RB
SafireFuzz LibJPEG_decoding STM32F429NIH
BlueMicro_BLE [30] NRF52832
New Avem [3] STM32F103RET
Zephyr-Modbus' [71] FRDM-K64F
nuttx-nsh’ [45] NRF52840

T RTOS-like firmware.

full-system emulators. Given that this dataset mainly cov-
ers system-level tasks tailored to specific ARM development
boards, we do not construct a corresponding ARM Linux ap-
plication variant. Basic information about the selected test
cases is provided in Table 8 (in Appendix).

In addition, to answer RQ3, we need a real-world MCU
firmware dataset. We initially plan to construct the dataset us-
ing all 12 real-world firmware used by SafireFuzz. However,
we observe that four cases have the same MCU or exhibit
similar behaviors with others (e.g., 6LOWPAN_Receiver and
6LoWPAN_Transmitter). Therefore, we exclude these four
cases to make the dataset more representative. Further, to in-
crease dataset diversity, we add four new real-world firmware
from GitHub, which use different MCUs, and include three
more complex RTOS-like firmware. Table 2 provides detailed
information about this dataset.

6.2 Rehosting Performance

To evaluate the rehosting performance, we select QEMU as
the primary baseline. On the one hand, as shown in Table I,
most existing firmware rehosting works are built on QEMU.
On the other hand, it is infeasible to recompile firmware for na-
tive execution on ARMv8-A platforms due to MCU-specific
operations (e.g., accessing PRIMASK/CONTROL registers).
As a remediation, we replace these operations in benchmarks
with equivalent ones on Linux and recompile them to measure
the native execution speed. This helps us understand to what
extent the other baselines differ from near-native execution.
To assess the individual contributions of APT and loading
rehosting components into KVM, we construct two variants
of Khost: one with APT disabled (Khost-NoAPT), and an-
other with rehosting components loaded outside of KVM
(Khost-OUT). All performance experiments are conducted by

running each test three times on a single CPU core, with the
average of the runs reported as the final result.

CoreMark-PRO: To evaluate the performance of Khost in
handling complex computational tasks, we rehost test cases
from the CoreMark-PRO. As shown in Table 3, compared
with QEMU running on the same platform, Khost reduces
time overhead by at least 90.0%. Additionally, in all test cases
except the parser, Khost achieves performance that is nearly
equivalent to native execution. The observed overhead in the
parser results from differences in the complexity and optimiza-
tion of memory allocator implementations between ARM-
native applications and MCU firmware. On Linux, malloc
/ free leverage advanced mechanisms such as thread-local
caching (tcache) and multiple memory arenas, ensuring highly
efficient memory operations. In contrast, the MCU firmware
relies on simpler malloc_r / free_r implementations that
introduce global locking to ensure thread safety. As a result,
each allocation or deallocation incurs significant synchro-
nization overhead. Given that the parser heavily depends on
dynamic memory allocation, this discrepancy results in a per-
formance overhead exceeding 1x.

Remarkably, while QEMU running on a higher-
performance x86 server also achieves reduced overhead,
Khost further decreases overhead by an additional 16.6%
to 30.8% compared to it. We further evaluate Khost on
the Raspberry Pi 4B board. The results show that, despite
running on a substantially less powerful platform, Khost
achieves at least an 85.0% reduction in overhead.

Simbench: To better understand the performance of Khost
in various system-level tasks, we do experiments on the Sim-
bench. Table 4 presents the final results. We can see that
Khost outperforms QEMU running on the same server in all
cases of Memory, I/O, Control Flow, and Code Generation.
Especially, Khost reduces overhead over 90% in mem-cold,
coprocessor, inter-page-direct, intra-page-indirect, and small-
blocks. However, in Exception-related tasks, Khost introduces
roughly 10% overhead. This overhead primarily arises from
Khost’s modifications to the original exception handling logic
via the eCPU and MMIO Monitor, which are necessary to in-
tercept operations that KVM cannot handle. Fortunately, most
of them occur infrequently during normal firmware execution.

Compared with QEMU on the Dell server, Khost outper-
forms in all system-level tasks, except for Exception cases
and the mem-hot case. For Exception cases, the overhead also
stems from Khost’s modifications to the original handler. For
mem-hot, QEMU gains an edge from both the Dell server’s
stronger hardware and its internal TLB-based optimizations
for memory-intensive operations. Moreover, further exper-
iments on the Raspberry Pi board demonstrate that Khost
cuts down overhead up to 98.1% compared to QEMU on the
KunPeng server, further demonstrating Khost’s efficiency in
MCU firmware rehosting.



Table 3: Execution time (in seconds) of running CoreMark-PRO test cases. Khost-NoAPT: rehosting firmware on Khost with APT
disabled; Values in parentheses except Khost-NoAPT indicate the percentage relative to the QEMU running on KunPeng Server.

KunPeng Server

Test cases | QEMU Khost

Khost-NoAPT

Dell Server
QEMU

Raspberry Board

Native Khost

cjpeg 31.555
core 114.514
liner 73.388
nnet 119.623

2.155 (-93.2%)
6.228 (-94.6%)
7.305 (-90.0%)
7.251 (-93.9%)

parser 152.491 14.932 (-90.2%)  974.565 (+64.3x)
radix 115.505 5.289 (-95.4%) 274.636 (+50.9x)
sha 371.892 16.865 (-95.5%) 1994.610 (+117.3x)

zip 29.169  2.908 (-90.0%)

243.827 (+112.1x)
804.825 (+128.2x)

1013.403 (+137.7x)
355.451 (+48.0x)

291.191 (+99.1x)

2.129 (-93.3%)
5.002 (-95.6%)
6.346 (-91.4%)
6.295 (-94.7%)
7.346 (-95.2%)
5.135 (-95.6%)
16.265 (-95.6%)
2.497 (-91.4%)

10.166 (-67.8%)
37.535 (-67.2%)
28.627 (-61.0%)
40.031 (-66.5%)
55.020 (-63.9%)
40.810 (-64.7%)
78.501 (-78.9%)
9.522 (-67.4%)

2.541 (-91.9%)
8.085 (-92.9%)
9.533 (-87.0%)
9.384 (-92.2%)
22.923 (-85.0%)
7.277 (-93.7%)
22.228 (-94.0%)
3.608 (-87.6%)

6.3 Ablation Study

As mentioned in Section 3.1, due to the absence of the MMU
in MCU firmware, KVM is unable to properly configure
and manage memory, resulting in all memory regions being
marked as Device-nGnRnE, which severely degrades rehost-
ing performance. Khost addresses this issue by introducing
APT. In addition, frequent exits from KVM during rehosting
introduce significant overhead due to context switching. To
mitigate this, we adopt a strategy where eCPU and MMIO
Monitor are loaded into the KVM address space, enabling
inter-module interactions via system calls instead of traps. To
better understand the impact of these two optimizations, we
evaluate the performance using those two invariants: Khost-
NoAPT and Khost-OUT. The gray-shaded columns of Table
3 and Table 4 record the results.

CoreMark-PRO: After disabling APT, the rehosting over-
head of Khost increases by at least 48.0x on the nnet case,
with four out of eight test cases exhibiting slowdowns of over
100x. For the parser test case, the overhead reaches as high
as 137.7x. These results underscore the critical role of APT
in preserving both capability and efficiency when rehosting
MCU firmware on KVM. Since this dataset is specifically de-
signed for complex computational tasks, and special register
accesses and device interactions are rare, we do not use it to
evaluate Khost-OUT.

Simbench: Disabling APT significantly increases rehost-
ing overhead, especially for inter-page direct calls and small-
block code generation, with overheads rising over 140x and
179x%, respectively. These results highlight the critical role
of APT in system-level tasks. With the special configuration
of APT, any privileged operation, such as MMIO, triggers
a Stage 1 MMU exception without exiting from KVM. To
forward such accesses outside KVM, we insert the bkpt in-
struction. As shown in Table 4, moving rehosting components
outside KVM introduces a 35.8x overhead for device-access
and over 200x for exception handling. Compared to exits

caused by Stage 2 MMU aborts, exits triggered by bkpt incur
lower overhead on device-access, since fewer registers and
system state need to be saved. However, exception handling,
particularly data aborts, remains costly due to the additional
processing required during KVM exits. These results high-
light the importance of moving rehosting components directly
within KVM to minimize overhead and maintain efficient
system-level execution.

In total, the ablation experiment effectively illustrates the
significant contribution of APT and the strategy to load re-
hosting components inside KVM.

6.4 Fuzzing Experiments

To evaluate the fuzzing performance of Khost, we compare
it against three representative tools: (1) HALucinator, a Uni-
corn’-based fuzzer utilizing HLE; (2) Fuzzware, a Unicorn-
based fuzzer with automated peripheral modeling; and (3)
SafireFuzz, which combines binary rewriting with HLE.
SURGEON is not included in the evaluation since its perfor-
mance is worse than Fuzzware according to the paper [26],
particularly in terms of basic block coverage.

As HALucinator and Fuzzware are designed to run on
the x86 platform, we extend them to support running on the
ARM platform by: (1) adding memory access interception to
QEMU on AArch64 to capture peripheral operations*, and
(2) modifying the toolchain to build native libraries for ARM
to accelerate rehosting. As both tools rely on AFL/AFL++
fuzzing backends, we configure them with AFL++ (v4.32)
and use the same backend for Khost, ensuring a fair compar-
ison. To ensure completeness and provide a reference, we
also conduct fuzzing experiments with HALucinator and Fuz-
zware on the Dell server, with detailed results presented in

3A QEMU derivative that uses the same translation-based emulation.

4QEMU inlines memory read/writes on AArch64 platform, which causes
the memory hook to fail, obstructing the capture of peripheral operation
events:https://github.com/unicorn-engine/unicorn/issues/1737


https://github.com/unicorn-engine/unicorn/issues/1737

Table 4: Execution time (in seconds) for Simbench test cases. Khost-OUT represents the results obtained when moving rehosting
components outside of KVM. The gray-shaded columns are used for ablation evaluation. The values in parentheses represent
percentages relative to QEMU running on KunPeng Server, except gray-shaded columns.

KunPeng Server Dell Server | Raspberry Board
Type Test cases QEMU Khost Khost-NoAPT Khost-OUT QEMU Khost
Mem mem-hot 32.74  14.50 (-55.7%) 1220.71 (+83.2x) 14.61 (+0x) 11.03 (-66.3%) | 19.36 (-40.9%)
' mem-cold 685.84  10.36 (-98.5%) 239.05 (+22.1x) 10.42 (+0x) 345.20 (-49.7%) | 29.01 (-95.8%)
10 CO-processor 109.45 3.17 (-97.1%) 292.83 (+91.4x) 3.17 (+0x) 47.15 (-56.9%) 4.18 (-96.2%)
device-access 23.48  10.07 (-57.1%) 397.52 (+38.5x) 370.50 (+35.8x) | 10.91 (-53.5%) | 18.19 (-22.5%)
dfault 14536  134.98 (-7.1%) 241.22 (+0.8x) 30974.33 (+228.5x) | 64.24 (-55.8%) | 190.20 (+30.8%)
Excent ifault 128.26  134.01 (+4.5%) 13532.83 (+100.0x) 29309.95 (+217.7x) | 57.28 (-55.3%) | 191.16 (+49.0%)
pt. syscall 239.58  265.72 (+10.9%) 27400.59 (+102.1x) 59759.00 (+223.9x) | 109.10 (-54.5%) | 377.25 (+57.5%)
undef 235.74 266.45 (+13.0%) 27277.27 (+101.4x) 53718.35 (+200.6x) | 108.42 (-54.0%) | 377.44 (+60.1%)
inter-page-direct | 596.25  10.85 (-98.2%) 1535.12 (+140.5x) 10.86 (+0x) 215.60 (-63.8%) | 14.49 (-97.6%)
Contr. |inter-page-indire. | 117.80  21.27 (-81.9%) 566.18 (+25.6x) 21.43 (+0x) 48.94 (-58.5%) | 29.30 (-75.1%)
Flow | intra-page-direct | 77.10  10.85 (-85.9%) 1009.63 (+92.0x) 10.86 (+0x) 32.50 (-57.8%) | 14.49 (-81.2%)
intra-page-indire. | 174.37  14.11 (-91.9%) 629.25 (+43.6x) 14.11 (+0x) 103.70 (-40.5%) | 18.83 (-89.2%)
Code large-blocks 32.80 7.10 (-78.4%) 233.10 (+30.4x) 7.10 (+0x) 15.26 (-53.5%) 9.47 (-71.1%)
Gen. small-blocks 35480  5.15(-98.5%) 923.30 (+179.3x) 5.16 (+0x) 158.22 (-55.4%) | 6.88 (-98.1%)

Section B (in Appendix). In contrast, SafireFuzz is tightly
coupled with LibAFL (v0.71), so we adopt LibAFL for it and
similarly configure Khost with the same fuzzing engine in our
experiments to ensure a fair and direct comparison. Besides,
we use four files as initial seeds, which contain 512 bytes of
zeros, 512 bytes of ones, a 512-byte shifting-one bit, and an
empty file, respectively.

As discussed earlier, certain operations replaced by HLE-
based approaches are essential for the correct execution and
rehosting of firmware. Therefore, we count the number of
basic blocks reached by Fuzzware and Khost during the ex-
periments, including those substituted by HLE-based methods.
For all fuzzing experiments, we perform five 24-hour runs
with each process pinned to a designated core, and report the
average result.

6.4.1 Throughput & Coverage

We first analyze the throughput and basic block coverage
during fuzzing, with the overall results summarized in Table 5
and the coverage over time visualized in Figure 6.

Khost vs. HALucinator. We use the default harnesses
provided by HALucinator, but four firmware blobs fail to re-
host. For the remaining eight firmware, Khost achieves signif-
icantly higher fuzzing throughput under identical conditions,
with speedups of up to 197.5x compared to HALucinator
(atmel_6lowpan_rx). In terms of basic block coverage, Khost
outperforms HALucinator on all evaluated targets, achieving
an increase in coverage ranging from 41% to 602% (24% to
418% after excluding the basic blocks in HALs). Conducting

a Mann—Whitney U test on execution speed and coverage
further confirms that the observed differences are statistically
significant across all targets (p < 0.05).

Khost vs. Fuzzware. Fuzzware and Khost can successfully
rehost and fuzz all firmware. Compared to Fuzzware, Khost
achieves up to a 68.6x improvement in fuzzing throughput
(nuttx-nsh), while improving basic block coverage by 1% to
335% . For tcp_echo_client and tcp_echo_server, Khost ex-
hibits lower throughput than Fuzzware but achieves up to a
335% increase in coverage. This is due to the limitation of
Fuzzware’s NVIC controller, which cannot bypass invalid
interrupts that can lead to a firmware hang. It causes the ex-
ecution to prematurely hit the exit condition threshold (i.e.,
up to 150,000 basic blocks without any MMIO access). In
contrast, Khost can automatically skip such interrupts during
fuzzing, allowing it to explore more than four times as many
basic blocks in these cases. In addition, as shown in Figure
6, the higher throughput of Khost enables it to achieve faster
coverage improvement and cover more basic blocks on most
firmware. We also manually analyze the peripheral models
automatically generated during fuzzing. The results show that
the higher throughput allows Khost to discover more periph-
erals. For example, on Zephyr-Modbus, Khost generates three
additional models compared to Fuzzware.

Khost vs. SafireFuzz. As shown in Table 2, five firmware
could not be rehosted via SafireFuzz’s binary rewriting ap-
proach, including one (atmel_6lowpan_rx) that is originally
used in its evaluation. Khost achieves higher coverage than
SafireFuzz across all firmware (a 16%~349% improvement



Table 5: Basic block coverage (BBL) and throughput (measured as the number of test cases executed per second, Exec/s) during
fuzzing on the KunPeng server. ‘-’ indicates that the firmware could not be rehosted. Khost-OUT represents the results obtained
when moving rehosting components outside of KVM. Gray-shaded columns denote the results obtained using LibAFL. The
number on the left of /> shows total coverage, while the number on the right shows coverage excluding basic blocks in HALs.

HALucinator Fuzzware Khost Khost-OUT | SafireFuzz Khost-LibAFL
FW. ‘BBLS Exec/s BBL |Exec/s BBL Exec/s BBL Exec/s BBL | Exec/s BBL | Exec/s BBL
atmel. | 6706 | 1.4 1476 | 58.7 2398/2086| 274.7 3154/2802| 19.2 2288 - - 422.0 3177/2824
.client | 7359 | 3.2 984 | 307.5 460/266 | 276.7 2000/1636| 14.4 1029| 3194.4 1052| 382.4 1974/1625
.server | 6895 | 3.9 745 | 318.1 459/266 | 332.6 1254/926 | 16.7 1072| 3652.0 795 | 528.2 1244/925
PLC |2304| 24 106 | 569 633/472 | 3794 744/549 | 42.6 656 | 37440 143 | 726.8 721/541
Drone | 2726 | 1.7 248 | 17.1 582/398 | 231.5 1436/1211| 10.7 612 | 2910.0 239 | 131.2 1101/590
Heat. | 1832 | 14.0 201 | 394 552/460 | 2584 579/484 | 23.6 514 | 3701.0 201 | 400.2 571/476
Sine | 3518 | 10.8 416 | 18.9 437/435 |1053.9 1364 /1328| 13.9 907 | 4163.6 416 | 1528.6 1520/ 1463
JPEG. | 5345 | 6.7 617 | 167.6 756/666 | 536.2 873/777 | 16.0 799 | 4241.2 174 | 9174 879/782
Blue. | 9475 - - 32.0 733 157.0 762 11.3 754 - - 116.4 762
Avem | 1248 - - 35.6 909 1080.5 916 334 896 - - 1198.4 914
Zephyr. | 8755 - - 52.2 2037 118.9 2119 40 1454 - - 160.6 2118
nuttx. | 8986 - - 21.2 2097 1473.2 2350 11.8 2044 - - 868.0 2511

after excluding basic blocks in HALSs), despite its lower
throughput. The main reason is that SafireFuzz hooks numer-
ous functions with nop/return_zero stubs, skipping costly
error-handling and validation paths. While this boosts execu-
tion speed, it introduces semantic discrepancies that compro-
mise the fidelity and behavioral accuracy of rehosting. This
highlights a key limitation of rewriting and HLE-based meth-
ods: although manual approximations can improve through-
put, they often do so at the expense of semantic correctness.

Ablation Study on Fuzzing. As discussed in Section 6.3,
disabling APT incurs prohibitive overhead on system-level
tasks. Moreover, during fuzzing, firmware I/O operations re-
duce throughput to impractical levels, rendering this ablation
infeasible. Therefore, we only evaluate the impact of relocat-
ing rehosting components outside KVM. As shown in the
Table 5, the fuzzing throughput drops to 4.0~33.4 exec/s,
even only about 1% of the original in Avem and nuttx-nsh,
while coverage falls to 43%. These results highlight that em-
ploying APT and integrating rehosting components directly
within KVM are essential for practical fuzzing. Besides, to
quantify the overhead of rewriting-based coverage collection,
we design a micro-benchmark based on Drone and measure
the average execution time of Khost three times with identical
inputs. We compare the results when the coverage instrumen-
tation is enabled and disabled. The results show that the over-
head caused by coverage collection is approximately 4.71%
(13.15s vs. 13.77s).

Overall, compared to QEMU-based fuzzing frameworks,
Khost significantly improves fuzzing throughput without sac-
rificing coverage. Compared to rewriting-based approaches,
Khost better preserves MCU semantics, achieving higher cov-
erage while maintaining comparable throughput.

Table 6: Unique crashes and bugs found during fuzzing.

Firmware Crashes Total Bugs New Bugs

atmel_6lowpan_rx 2
tcp_echo_client 2
tcp_echo_server 2

PLC 6
Heat-Press 1

LibJPEG_decoding 1

Zephyr-Modbus 1
nuttx-nsh 1

Total

—_— O = = D = = =

N| — O = OO = =

16

—
(e}

6.4.2 Bug Detection

We collect and deduplicate the crashes detected by Khost.
As shown in Table 6, Khost uncovers 16 unique crashes in
total, and we confirm 10 cases as real bugs, which include
five previously-reported bugs and five new ones. Next, we
highlight the noteworthy bugs as follows.

We have discovered some bugs original found by prior
works [21,50,52]. For example, the bugs in PLC and Heat-
Press are a combination of an improper validation of array
index (CWE’-129) and an out-of-bound write (CWE-787).
These bugs allow a remote attacker to overwrite data objects
on the embedded device and cause denial-of-service (DoS) or
data corruption.

Remarkably, among the five new bugs, four of them orig-

>Common Weakness Enumeration: https://cwe.mitre.org/
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Figure 6: The median and the 95% confidence intervals of coverage over five 24-hour runs for HALucinator, SafireFuzz, Fuzzware,

Fuzzware-NoHAL, Khost, and Khost-NoHAL on each test case.

inate from HAL functions in the firmware tcp_echo_client,
tcp_echo_server, LibJPEG_decoding, and atmel_6lowpan_rx.
For tcp_echo_client, it configures the global pointer of a han-
dler according to the ID read from the device. Since only a
small subset of IDs is valid, reading an invalid ID leaves the
handler uninitialized, and the initialization function returns
an error code. However, in the same parent function that calls
the initialization function, a subsequent function invokes this
handler without checking the returned code (CWE-252). As
a result, it dereferences an uninitialized pointer (CWE-476),
which can potentially cause a DoS attack. The bugs found in
tcp_echo_server and LibJPEG_decoding are similar in nature.
For atmel_6lowpan_rx, it configures the master module based
on device input. When getting certain inputs, the module is
set to NULL, but the subsequent routine still uses it with-
out verifying the configuration results, leading to a NULL
pointer dereference and a potential DoS attack. Existing tools
fail to uncover these bugs due to their inherent limitations.
Specifically, Fuzzware cannot bypass invalid interrupts that
can lead firmware hang. SafireFuzz and HALucinator replace
the corresponding HAL functions with manual stubs (most
functions are just replaced as nop operations), which conceal
the faulty logic and prevent effective analysis.

The fifth new bug is identified in nuttx-nsh, an RTOS-based
firmware. It originates from a shell parser that lacks proper
logic to filter unexpected input that tries to call up the back-
ground. When such input is received, the parser invokes the
background, due to its inability to handle the terminal, infi-
nite recursion happens, ultimately causing a stack overflow
(CWE-674), leading to potential DoS or Remote code execu-
tion. This bug can also be detected by Fuzzware, but it is not
discoverable by HALucinator or SafireFuzz, as they fail to
rehost this firmware. Although we don’t evaluate SURGEON,
we think it can not handle the complex operations of this

firmware properly according to our analysis on Section 8.

During the bug confirmation, we identify two primary
sources of false positives. First, despite Khost optimizes the
interrupt triggering mechanisms, some interrupts are still
fired before their initialization routines finish. This leads
to false positives in firmware such as atmel_6lowpan_rx,
tcp_echo_client, tcp_echo_server, and PLC, where interrupt
handlers access uninitialized resources. Second, when using
Fuzzware’s peripheral modeling approach, inaccuracies in de-
vice interactions also cause false positives in firmware such as
Heat-Press and Zephyr-modbus. These results highlight that
precise handling of asynchronous events and accurate periph-
eral modeling are critical for advancing practical firmware
rehosting and fuzzing.

7 Discussion

Co-processor operations. ARM-based MCUs support up
to 16 co-processors to extend the main processor’s capabil-
ities [26, 46]. Instructions issued by the main CPU can be
forwarded to the appropriate co-processor for execution if
required. Hardware floating-point support via co-processors
requires no special handling, as KVM can directly forward
these instructions to the host ARMv8-A’s floating-point
unit for native execution. Although the ARMv8-A architec-
ture supports backward compatibility with 32-bit execution
through the AArch32 instruction set, it lacks native support
for some MCU-specific co-processor instructions. These in-
clude: (D co-processor data processing (cdp/cdp2); @ reg-
ister transfer instructions between ARM and co-processor
(mcr/mcr2, mcrr/merr2, mrc/mrc2, mrre/mrrc2); and @)
memory transfer instructions (1dc/1dc2, stc/stc2). How-
ever, we don’t observe any use of such co-processor opera-
tions in our experiments. If any requirements, one can add



related simulation logic to the eCPU.

Manual Effort. Although Khost can automatically rehost
stripped firmware, certain corner cases may require limited
user intervention. On one hand, a vector-based method is
integrated to locate a firmware’s base address and entry point.
However, prior work [63] has shown that such a method is
not always reliable. On the other hand, IDA-Pro is used for
basic block extraction, which achieves both high efficiency
(3 seconds per firmware in our experiment) and accuracy
(according to existing work [15]). However, some basic blocks
may be occasionally missed by its older versions. To handle
these cases, Khost features a configuration mechanism to
enable users to supply the missing information.

Hardware Platforms. Our insight is to extend KVM to
rehost MCU firmware on high-performance platforms. Cur-
rently, our prototype is implemented on high-performance
platforms equipped with ARMv8-A processors that provide
32-bit compatibility and EL2-level hardware virtualization.
To our knowledge, platforms that satisfy the necessary hard-
ware criteria are widely available, including the Raspberry
Pi 4B, Honeycomb LX2 workstation, and Huawei Kunpeng
servers. Although our prototype targets ARM, the approach is
not inherently limited to it. As prior studies show [32], some
architectures, such as MIPS, also satisfy the key requirements
of our approach. Therefore, with modest engineering effort
to accommodate architecture-specific features, Khost can be
extended to support other instruction set architectures as well.

Sanitizers. As highlighted in prior work [44], the effects
of memory corruption are often less visible in MCU, which
substantially reduces the effectiveness of traditional dynamic
testing, such as fuzzing. To address this limitation, a fine-
grained sanitizer is essential. Several approaches [23, 40]
have been proposed. In contrast, our work focuses on improv-
ing efficiency while preserving the execution scope of MCU
firmware rehosting. However, the design of a fine-grained
memory detector is orthogonal to our objective. Therefore,
we leave it as future work, where they can complement our
rehosting framework and further enhance bug detection.

8 Related Work

Firmware rehosting is essential for analyzing embedded sys-
tems. Prior works [17, 29, 31, 34, 37, 43, 68] leverage hy-
brid emulation (known as hardware-in-the-loop) to rehost
MCU firmware on desktop or server platforms, but tight hard-
ware—firmware coupling limits their scalability. HALucina-
tor [11] replaces functions in HALs with manually written
stubs to overcome hardware dependence. While effective in
some scenarios, they require significant human efforts and fail
for proprietary or vendor-specific HALs, which are prevalent
in real-world firmware. Para-rehosting [36] and LEMIX [55]
apply similar HALs replacement methods, but they require
access to the source code of the firmware.

To reduce manual effort, a series of works [4,21,24,42,

50,53,60,74] focus on automatically generating peripheral
models based on access patterns, symbolic execution, or in-
tercepting runtime communication between firmware and
physical devices. Recent works [20, 61, 62] concentrate on
modeling interrupt behavior to reduce false positives during
rehosting. Other approaches build models from documen-
tation [75] or extract device semantics directly from driver
source code [35].

Besides, Icicle [8] enhances instrumentation techniques
for architectural diagnostics, while MetaEmu [7] aims to
broaden architectural coverage in rehosting. These works pri-
marily target emulator extensibility, whereas Khost focuses
on improving rehosting performance. SafireFuzz [52] and
SURGEON [26] achieve performance gains by transforming
ARMYv7-M firmware into ARM Linux applications for execu-
tion on ARMv8-A platforms. Nevertheless, both approaches
exhibit inherent limitations. For SafireFuzz, it neglects the ar-
chitectural differences between ARMv7-M and ARMV8-A, re-
sulting in potential inaccuracies in instruction-level semantics.
For example, it can not support svc instructions. SURGEON
models several MCU-specific behaviors, but some of its de-
signs are still problematic. First, it uses floating-point registers
to model the banked stack pointer registers. However, these
registers are global and may also be used by the firmware
for floating-point operations. Consequently, any modification
to these registers can corrupt the global state. Second, it re-
places incompatible operations, including svc instructions,
with bkpt, which introduces additional runtime overhead and
interferes with debugging the rehosted firmware to some ex-
tent. In addition, according to SURGEON’s implementation,
several MCU-specific operations, such as instructions that ma-
nipulate primask, basepri, and cpsie instruction, are simply
rewritten as nop”, which alters the firmware semantics.

Concerning MCU firmware analysis, Inception [14] lifts
firmware to LLVM IR for further analysis. CO3 [39] and
SymEx-VP [57] adopt concolic analysis for MCU firmware.
FirmXRay [63] and FirmUp [16] apply static techniques to de-
tect bugs in firmware binaries. Other fuzzing-oriented works
like Farrelly et al. [18] demonstrate firmware fuzzing without
peripheral modeling, while SFuzz [6] uses program slicing
to facilitate fuzzing. Hoedur [51] and Multifuzz [9] focus on
mapping fuzzing input to peripheral channels.

Additionally, several efforts [5,33,56,72,73] have explored
rehosting and analyzing Linux-based firmware. They gener-
ally target systems with a more full-featured OS and MMU
support. In contrast, our work focuses on MCU firmware,
which typically operates in a bare-metal or RTOS environ-
ment with limited resources, no MMU, and highly customized
peripheral interfaces.

®https://github.com/HexHive/SURGEON/blob/main/src/rewri
ter/transplantationinstrumentor.py
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9 Conclusion

This paper proposes Khost, a near-native rehosting framework
tailored for MCU firmware. Khost enables MCU firmware
rehosting on high-performance platforms with ARMv8-A pro-
cessors, by extending the KVM to introduce a lightweight
extended CPU, an auxiliary page table, and a software-based
interrupt controller. Khost also provides an MMIO Monitor
for quick peripheral interactions and a firmware wrapper to en-
able efficient coverage collection and flexible fuzzing engine
integration. Experiments on Coremark-PRO and Simbench
show that Khost reduces execution overhead by 90.0% to
95.5% for complex computational tasks and by up to 98.5%
for system-level operations, compared to QEMU. Further-
more, fuzzing with 12 real-world firmware, Khost achieves
up to 197.5x higher throughput and improves basic block cov-
erage by 6x, compared to existing fuzzing tools. Additionally,
Khost successfully uncovers 5 previously unknown bugs.
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Appendix

A Basic Information of Dataset Used in Evalu-
ating Rehosting Performance

To comprehensively evaluate the rehosting performance of

Khost, we conduct experiments on the CoreMark-PRO dataset

and Simbench dataset. The basic information of these two
datasets is shown in Table 7 and Table 8, respectively.

Table 7: The basic information of CoreMark-PRO test cases.

Cases Parameters Description

JPEG compression workload for

cjpeg  -v0-il00 testing image encoding performance.

Computational kernels stressing

core -v0 -il . . .
arithmetic and memory operations.

Linear algebra on 100x100 single-

liner -v0-i100 .. . . .
precision floating-point matrices.

Feed-forward neural network for

nnet -v0 -il . . .
machine learning computation.

XML parsing workload for

parser -v0 -1100 .
structured data processing.

Radix sort stresses integer operations

radix -v0-i100 .
and memory access locality.

SHA-256 cryptographic hashing
workload measuring bitwise
operations and data throughput.

sha -v0-11000

ZIP compression and decompression

zip -v0-110000 . .
testing data processing performance.

B Fuzzing Experiments on Dell Server

As described in Section 6.4, we port HALucinator and Fuz-
zware to the KunPeng (ARM) server for a fair comparison.
To ensure completeness of our evaluation and further vali-
date the performance of Khost, we also run HALucinator and
Fuzzware on the more powerful Dell (x86) server. The final
results are summarized in Table 9. Compared to HALucinator,
Khost achieves a 6.4x~115.0x increase in throughput and
up to a 7.0x improvement in coverage. When compared to
Fuzzware, Khost achieves up to 49.4x higher throughput and
3.4x more basic block coverage. These results comprehen-
sively demonstrate that Khost still outperforms existing tools,
even when they run on more powerful servers.



Table 8: The basic information of Simbench test cases. We exclude four test cases incompatible with MCUs: three cases require
MMU support, which is unavailable on most MCUs, and one uses the swi instruction, which is also unsupported in MCU

firmware.

Type Test cases Iterations Description
Memor mem-hot 500M Test memory access with high locality (hot data).
y mem-cold 2000M Test memory access with low locality (cold data).
CO-processor 1250M Evaluate the performance of coprocessor operations.
/0 . . . .
device-access 40M Simulate memory-mapped device register accesses.
dfault 25M Test data fault handling mechanisms.
Exception ifault 25M Test instruction fault handling and recovery.
P syscall 50M Simulate system call execution overhead.
undef 50M Test handling of undefined instructions.
inter-page-direct 1000M Test direct memory accesses crossing page boundaries.
Control  inter-page-indirect 1250K Test indirect memory accesses across pages.
Flow intra-page-direct 1000M Test direct memory accesses within the same page.
intra-page-indirect M Test indirect memory accesses within the same page.
Codeen large-blocks 100M Test memory operations on large data blocks.
& small-blocks 40M Test memory operations on small data blocks.

Table 9: Basic Block Coverage (BBL) and fuzzing throughput (the number of test cases that can be executed per second, Exec/s)
of different tools when fuzzing 12 real-world MCU firmware. ‘-* indicates that the firmware could not be rehosted. The number
on the left of /> shows total coverage, while the number on the right shows coverage excluding basic blocks in HALS.

HALucinator (x86) Fuzzware (x86) SafireFuzz Khost-AFL++
Firmware Total BBL | Exec/s BBL Exec/s BBL Exec/s BBL | Exec/s BBL
atmel_6lowpan_rx 6706 3.1 1496 86.1  2600/2537 - - 2747 315472802
tcp_echo_client 7359 8.0 1005 431.8 460/266 | 3194.0 1052 | 276.7 2000/ 1636
tcp_echo_server 6895 8.8 732 501.6 458 /267 | 3652.0 795 | 332.6 1254 /926
PLC 2304 8.6 106 69.0 630/469 | 37440 143 | 3794 744 | 549
Drone 2726 2.0 271 22.2 583/399 | 2910.0 239 | 231.5 1436/1211
Heat-Press 1832 34.8 201 41.5 550/458 | 3701.0 201 258.4 579 /484
Stm32_Sine 3518 26.7 416 349 435/433 | 4163.6 416 | 1053.9 1364/1328
LibJPEG_decoding 5345 20.3 649 175.3 769/678 | 42412 174 | 536.2 8731777
BlueMicro_BLE 9475 - - 67.1 734 - - 157.0 762
Avem 1248 - - 49.8 921 - - 1080.5 916
Zephyr-Modbus 8755 - - 67.0 2067 - - 118.9 2119
nuttx-nsh 8986 - - 29.2 2196 - - 1473.2 2350
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